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Situation
Overview

A surge of cyberattacks originating from Iraq has severely
impacted Israel’s critical infrastructure, websites, and
local governmental entities.

These operations, carried out by the Fatemiyoun Team
and Neo Cyber Group, are believed to be retaliatory strikes
against Israeli activities in Lebanon, particularly the
recent explosion of pagers in Hezbollah-controlled areas.

While Israel has not officially confirmed its involvement,
sources suggest Mossad may have played a role, sparking
this digital reprisal.




Cyber Operations
Breakdown

Fatemiyoun Team:

e Focused primarily on high-level targets in Israel’s infrastructure,
possibly linked to governmental and security sectors. Although
specific details remain classified, it is suspected that this group aims
to infiltrate sensitive government data and military operations.

Neo Cyber Group:
Specializes in large-scale disruptions of municipal and private sector
websites. Their attacks have affected various sectors, including:

e Advertising: The Yadi 2 website, where extensive databases were
compromised and withdrawn.

e Municipal Councils: Numerous local councils across Israel were
hacked, including Kfar Saba, Zikhron Ya'akov, Maghar, Gedera, Hura,
Daliyat al-Karmel, Yeruham, Efrat, Meitar, Yanuh-Jat, and Basmat
Tivon.

e Healthcare: The Rabin Medical Center was targeted, leading to
concerns about breaches in healthcare data.

e Aviation: Haifa Airlines was impacted, specifically at Haifa Airport,
raising alarms about the safety and security of aviation operations.
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Attack
patterns

These cyberattacks exhibit a high level of sophistication, targeting
critical areas with precision. The attackers demonstrated a deep
understanding of Israel’s digital architecture, breaching key
government, healthcare, and aviation sectors.

The municipal councils, spread across key regions like Beersheba,
Haifa, and Acre, have been particularly vulnerable, with local
governance and public services being disrupted. These attacks
signal a strategic effort to weaken Israel's domestic
infrastructure, affecting both civil and military capacities.
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o [srael: Israeli officials have acknowledged the cyberattacks,
confirming Iraq as the source. Immediate countermeasures
are underway to contain the breach and limit the exposure of
sensitive information. Concerns over the vulnerability of
critical infrastructure are mounting, especially in the wake of
ongoing tensions with Hezbollah in Lebanon.

Iraq: The Iraqi government has vet to issue an official
statement regarding the involvement of these groups.
However, analysts speculate that these attacks may align with
broader resistance efforts against Israeli actions in the region,
reflecting a shift toward cyber warfare as a tool of
asymmetric conflict.
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Context &
Implications

The cyberattacks are part of a broader pattern of rising
hostilities in West Asia, with digital warfare becoming an
increasingly common tool. As tensions between Israel and
various resistance groups grow, the role of Iraq-based
hackers is expanding, signaling a dangerous escalation in
the cyber domain. The attacks on Israel’s infrastructure
underscore the risks posed by non-state actors using
digital means to challenge more powerful state actors.

With Israel’s infrastructure under threat, these attacks
could pave the way for even more frequent and advanced
cyber operations in the future. Additionally, the
involvement of healthcare, aviation, and local governance
systems points to the attackers’ strategy of targeting
vital sectors to destabilize the country.




The cyberattacks led by the Fatemiyoun Team and Neo Cyber
Group represent a significant escalation in the ongoing conflict
between Israel and regional resistance groups.

The sophistication and scale of these attacks, targeting key
sectors like healthcare, aviation, and local governance, highlight
the vulnerability of Israel’s infrastructure to digital warfare. With
tensions in the region already high, these cyber operations could
mark the beginning of more frequent and intense cyber-based
confrontations in West Asia.

Further developments are expected as both sides potentially
escalate their digital and physical responses, emphasizing the
growing importance of cybersecurity in modern conflicts.
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